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Section 1 — Key Terms and Explanations 

 

Understanding the vocabulary of cyber conflict is the first and most essential step. The terms below are 
not mere jargon — they represent the conceptual architecture through which states, scholars, and 
international bodies frame one of the defining security challenges of our time. 

 

1.1  Core Cyber Concepts 

• Cyber Operation — Any deliberate act conducted through cyberspace to manipulate, deny, 
degrade, disrupt, or destroy information systems, data, or the processes they support. Cyber 
operations exist on a spectrum — from web defacement (low-intensity) to attacks on power grids 
or nuclear control systems (high-intensity). The 2010 Stuxnet attack on Iranian centrifuges is the 
canonical example of a high-intensity cyber operation with real-world physical consequences. 

• Cyberspace — The virtual environment created by interconnected digital networks, devices, and 
systems. Unlike land, sea, air, or outer space, cyberspace is not naturally occurring — it is an 
entirely human-constructed domain, and its governance lacks the maturity of legal frameworks 
governing other domains. 

• Cyber Attack — A specific subset of cyber operations designed to cause harm analogous to a 
physical attack. Under international law, the term is significant: only a 'cyber attack' in the legally 
operative sense triggers the right to self-defence. The Tallinn Manual (a non-binding expert 
commentary on international law applicable to cyber operations) defines it as a cyber operation 
reasonably expected to cause injury, death, damage, or destruction. 

• Hack Team / Threat Actor — An organised group conducting cyber operations, which may be state-
sponsored, state-affiliated, or entirely non-state. The attribution ambiguity of such groups is 
precisely what makes legal accountability so difficult. 

• Critical Infrastructure — Systems whose disruption would significantly harm national security, the 
economy, public health, or safety. Under most domestic cyber laws — including India's Information 
Technology Act, 2000 — critical infrastructure receives heightened protection. Categories include 
power grids, financial networks, water treatment facilities, and telecommunications. 

• Malware — Malicious software designed to penetrate, damage, or gain unauthorised access to 
computing systems. Subtypes include ransomware (encrypts files and demands payment), 
spyware (exfiltrates data), and wipers (permanently destroy data). 

• Zero-Day Vulnerability — A software flaw unknown to the vendor and for which no patch exists. 
Zero-days are among the most valuable commodities in cyber operations, bought and sold in both 
legal markets (by governments) and illicit markets. 

 

1.2  International Law Concepts 

• Article 2(4), UN Charter — The foundational prohibition in international law against the threat or 
use of force by states against the territorial integrity or political independence of any other state. 
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The central unresolved question in cyber law is whether a cyber operation that causes significant 
harm constitutes a 'use of force' triggering this provision. 

• State Responsibility — The doctrine under international law that holds a state legally accountable 
for internationally wrongful acts — acts that are attributable to the state and constitute a breach of 
an international obligation. The International Law Commission's Articles on State Responsibility 
(2001) form the primary codification of these rules. 

• Internationally Wrongful Act — An act (or omission) by a state that is both attributable to that state 
and constitutes a breach of its international obligations. Two elements are required: attribution (the 
act must be traced back to the state) and breach (a violation of an existing international obligation). 

• Attribution — The legal and political process of identifying who is responsible for a cyber operation. 
Technical attribution (identifying the source based on forensic evidence) is distinct from legal 
attribution (meeting the legal standard required to hold a state responsible). The standard under 
international law requires that a private actor be acting under the direction or control of the state. 

• Sovereign Immunity — The principle that a state cannot be subjected to the jurisdiction of the courts 
of another state without its consent. This immunises foreign states from civil suits in domestic 
courts, creating a critical gap in accountability for state-sponsored cyber operations. 

• Self-Defence (Article 51, UN Charter) — The inherent right of a state to use force in response to 
an armed attack. Whether a cyber operation can constitute an 'armed attack' justifying kinetic 
military retaliation is deeply contested. The Caroline doctrine's criteria of necessity and 
proportionality also apply. 

• Tallinn Manual — A non-binding scholarly work (in two editions: 2013 and 2017) produced by 
international law experts assembled by NATO's Cooperative Cyber Defence Centre of Excellence. 
It represents the most comprehensive effort to apply existing international law to cyber operations, 
though it lacks binding legal force. 

 

1.3  Institutional and Treaty Frameworks 

• Budapest Convention on Cybercrime (2001) — The first international treaty on cybercrime, 
developed under the Council of Europe. It harmonises national criminal laws on cyber offences, 
improves investigative techniques, and increases international cooperation. India is not a signatory, 
though it has been invited to accede. 

• UN Convention against Cybercrime (2024) — A new multilateral treaty adopted under UN 
auspices, marking the first global cybercrime treaty with near-universal participation potential. It 
goes further than Budapest in scope but continues the law-enforcement focus, leaving state-on-
state cyber conflict largely unaddressed. 

• ICJ — The International Court of Justice, the UN's primary judicial organ. It resolves inter-state 
legal disputes but requires the consent of both parties, making it largely inaccessible for cyber 
dispute resolution given the sensitivity of state interests involved. 

• UNGGE / OEWG — UN Group of Governmental Experts on Advancing Responsible State 
Behaviour in Cyberspace, and Open-Ended Working Group. These are the primary multilateral 
forums where states negotiate norms for responsible state behaviour in cyberspace. Their reports 
are significant but non-binding. 

 

APSC Angle 

Assam, like other frontier states, faces specific cyber vulnerabilities tied to its critical role in India's 
northeast connectivity — including the ASEAN connectivity projects, oil pipelines (OIL, ONGC), 
and hydropower infrastructure. Understanding these vulnerabilities is directly relevant to APSC 
governance questions. 
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Section 2 — Main Arguments and Substantive Parts 

 

The central thesis of this issue is both simple and deeply troubling: cyber operations have become a 
routine instrument of state power in modern conflict, yet international law — despite being applicable in 
principle — fails to function as a credible deterrent or accountability mechanism in practice. The gap is 
not merely technical; it is structural, political, and epistemic. 

 

2.1  The Core Thesis 

• Modern warfare is no longer confined to physical battlefields. Cyber operations now precede, 
accompany, and follow conventional military action. They disrupt communications, degrade 
defence systems, and manipulate the information environment — all without a single missile being 
launched. 

• This hybrid nature of conflict — blending kinetic and digital means — creates a zone of strategic 
ambiguity that states actively exploit. The ambiguity is not accidental; it is a deliberate feature of 
statecraft. 

• International law, while applicable in principle through frameworks like the UN Charter's Article 2(4) 
and the law of state responsibility, struggles to operationalise in cyber contexts. The result is a 
system where the law exists on paper but provides no effective remedy in practice. 

 

2.2  Key Supporting Arguments 

• The Threshold Problem: International law does not prohibit all cyber operations — only those that 
cross certain thresholds (use of force, armed attack, internationally wrongful act). These thresholds 
are deliberately high, and most cyber operations are calibrated to remain below them, achieving 
strategic effects while avoiding legal consequences. 

• The Attribution Gap: States may possess high political confidence about who conducted a cyber 
operation — derived from intelligence sources — yet be unable to present legally admissible 
evidence in court. Intelligence tradecraft and legal proof are fundamentally different standards. 

• The Forum Problem: International dispute resolution requires state consent. Domestic courts face 
sovereign immunity barriers. The result is that most cyber incidents have no available legal forum, 
regardless of how serious the harm. 

• The Disclosure Dilemma: Initiating legal proceedings requires disclosing evidence, which often 
means revealing intelligence sources, methods, or capabilities. States calculate that this strategic 
cost outweighs the marginal benefit of legal accountability. 

• The Escalation Risk: Formal legal action against a state for cyber operations could provoke 
retaliatory cyber attacks or diplomatic crises. States therefore prefer quiet diplomacy and covert 
retaliation — a pattern that normalises impunity. 

 

2.3  Counterarguments and Limitations 

• Lex Lata vs. Lex Ferenda: Critics argue that instead of lamenting gaps in existing law, the 
international community should focus on developing new, cyber-specific treaties. The Budapest 
Convention and the 2024 UN Convention show that progress is possible, even if slow. 

• Non-State Actor Complication: Attributing cyber operations to states is further complicated when 
non-state actors — like hacktivist collectives — conduct operations that serve state interests 
without formal state direction. The legal standard for attribution becomes nearly impossible to meet. 
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• Norms vs. Rules: Some scholars argue that formal legal rules are less important than the 
emergence of behavioural norms among major cyber powers. The 2015 UNGGE report established 
several voluntary norms, including the non-targeting of critical infrastructure in peacetime. 

 

Substantive Takeaway: The fundamental challenge is not that international law is silent on cyber 
conflict — it is that the law, as designed, was never built for the pace, scale, and opacity of digital 
warfare. What is needed is not just new rules but new enforcement architectures. 
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Section 3 — Historical Evolution of the Issue 

 

3.1  Early Digital Conflicts (Pre-2000) 

• 1982 — Soviet Gas Pipeline Sabotage: The United States reportedly used a trojan horse in 
software supplied to the Soviet Union, causing a massive explosion in a Siberian pipeline. While 
long disputed, this is often cited as the first use of cyber means for strategic sabotage. 

• 1988 — Morris Worm: The first widely recognised internet worm, created by Robert Tappan Morris, 
infected thousands of UNIX machines and demonstrated the cascading vulnerability of 
interconnected systems. It was not an act of war but exposed the fragility of networked 
infrastructure. 

• 1990s — Titan Rain and Moonlight Maze: A series of coordinated, persistent intrusions into US 
government and defence networks, later attributed to state actors. These early incidents 
established the pattern of state-sponsored espionage in cyberspace. 

 

3.2  The Formative Decade — 2000 to 2010 

• 2001 — USA PATRIOT Act and Critical Infrastructure Protection: Post-9/11, the United States 
reconceptualised cyber threats as national security issues, not merely criminal matters. 
Presidential Decision Directives (PPDs) began treating cyberspace as a domain requiring military-
grade defence. 

• 2007 — Estonia Cyber Attacks: Following the relocation of a Soviet-era war memorial, Estonia 
suffered massive DDoS attacks that disrupted government, media, and banking systems. Russia 
was widely suspected but attribution was never legally established. This was the first time a 
member state invoked NATO's consultation mechanism under Article 4 over a cyber incident. 

• 2008 — Georgia Conflict: The Russian military campaign in Georgia was accompanied by 
coordinated cyber attacks on Georgian government websites and media. This was the first 
documented case of cyber operations used in direct conjunction with conventional military force — 
a template that would be repeated. 

• 2010 — Stuxnet: A joint US-Israeli operation covertly deployed a sophisticated worm that physically 
destroyed uranium enrichment centrifuges at Iran's Natanz facility. Stuxnet was a watershed 
moment — it demonstrated that cyber operations could cause physical destruction previously 
possible only through military strikes, without triggering Article 51 responses. 

 

3.3  Norm-Building and Escalation — 2010 to 2020 

• 2013 — Tallinn Manual 1.0: Produced by international law experts at NATO's request, this manual 
attempted to map existing international law onto cyber operations. It confirmed that the law of 
armed conflict applies but acknowledged deep uncertainty about thresholds and attribution. 

• 2014 — Sony Pictures Hack: North Korea's hack of Sony Pictures, in retaliation for a satirical film 
about Kim Jong-Un, resulted in a US response of targeted sanctions — not legal proceedings. It 
illustrated the primacy of political over legal responses. 

• 2015 — UNGGE Report: A landmark report by the UN Group of Governmental Experts articulated 
eleven voluntary norms for responsible state behaviour in cyberspace, including non-targeting of 
critical infrastructure and no attacks on computer emergency response teams. These norms, while 
non-binding, represented the high watermark of global cyber diplomacy. 

• 2016 — US Election Interference: Russian interference in the 2016 US presidential election 
through cyber operations (hacking, disinformation) marked a new phase — using cyberspace not 
to destroy infrastructure but to undermine democratic institutions and cognitive processes. 
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• 2017 — WannaCry and NotPetya: State-sponsored ransomware campaigns caused billions of 
dollars in damage across dozens of countries. NotPetya, attributed to Russia, was described by 
the UK and US governments as the most destructive cyber attack in history. No state was brought 
to legal account. 

 

3.4  Present Phase — 2020 to Present 

• 2020 — SolarWinds: A sophisticated supply chain attack attributed to Russian intelligence 
compromised thousands of organisations worldwide, including multiple US federal agencies. The 
breach remained undetected for months, underscoring the persistence and stealth of state-level 
cyber operations. 

• 2022 — Ukraine Conflict: The Russian invasion of Ukraine was preceded and accompanied by 
sustained cyber operations targeting Ukrainian government systems, telecommunications, and the 
power grid. This conflict brought the issue of cyber warfare in the context of conventional war to 
the centre of international attention. 

• 2024-2026 — West Asia and the India Factor: Conflicts in West Asia involving the US, Israel, and 
Iran have featured prominent cyber dimensions — including the hacking of news websites, medical 
technology companies, and communication infrastructure. India, increasing its digital depth, has 
faced its own escalation in state-adjacent cyber threats. 

• India's Trajectory: India's National Cyber Security Policy (2013) was its first formal cyber strategy 
document. The CERT-In (Computer Emergency Response Team — India), established under the 
IT Act 2000, handles incident response. The National Critical Information Infrastructure Protection 
Centre (NCIIPC) was set up in 2014 under NTRO. India's 2020 Digital Personal Data Protection 
consultation and the subsequent DPDPA 2023 reflect growing maturity in digital governance. 

 

APSC Angle — Assam's Digital History 

Assam's digital infrastructure development accelerated post-2015 under BharatNet, Smart City 
initiatives (Guwahati), and DOIT initiatives. However, Northeast India's geopolitical location — 
sharing borders with Bangladesh, Bhutan, China, and Myanmar — makes it a zone of elevated 
cyber risk from both state and non-state actors, a dimension uniquely relevant for APSC 
candidates. 
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Section 4 — Logical and Philosophical Base 

 

Cyber governance sits at the intersection of several grand philosophical traditions. To understand why 
the law struggles — and what reforms might succeed — one must appreciate the deeper normative 
contests underlying this policy domain. 

 

4.1  The Just War Tradition and Its Cyber Limitations 

• The Just War doctrine, developed from Augustine through Aquinas to Hugo Grotius, holds that the 
use of force must satisfy criteria of just cause, right intention, proportionality, discrimination, and 
last resort. When applied to cyber operations, each criterion becomes deeply complicated. 

• Discrimination — the requirement that force be directed at combatants, not civilians — is violated 
by the inherent nature of cyber attacks on interconnected systems. A malware payload targeting a 
military command-and-control network will inevitably traverse civilian infrastructure, making clean 
discrimination practically impossible. 

• Proportionality — the requirement that the harm caused not be excessive relative to the military 
advantage — cannot be easily assessed in cyber operations because their cascading effects are 
unpredictable. A cyber attack on a power grid can cause deaths in hospitals — outcomes that are 
foreseeable but diffuse and difficult to quantify in advance. 

 

4.2  Rawlsian Justice and the Global Cyber Order 

• John Rawls's 'Law of Peoples' extended liberal political philosophy to international relations, 
arguing that peoples (not just individuals) are entitled to fair terms of cooperation. Applied to 
cyberspace, Rawlsian justice demands a global cyber order where states — especially weaker 
ones — are protected from cyber aggression by stronger powers without effective redress. 

• The current cyber order is manifestly unjust by Rawlsian standards. Small states, developing 
nations, and non-Western actors lack the technical capacity to attribute cyber attacks, the political 
capital to secure international support, and the economic resilience to absorb cyber-inflicted 
damage. The strong act with impunity; the weak suffer without remedy. 

 

4.3  Foucauldian Power-Knowledge and Cyber Governance 

• Michel Foucault's insight that power and knowledge are mutually constitutive — that those who 
control knowledge also control power — has profound resonance in cyber governance. The ability 
to attribute a cyber operation is itself a form of power, confined to states with advanced signals 
intelligence capabilities. 

• When the United States or the United Kingdom 'formally attributes' a cyber attack, this is not merely 
a technical finding — it is a political speech act, backed by the authority of powerful state 
institutions. Smaller states cannot make such attributions credibly, even if their intelligence 
assessments are correct. This creates an epistemological hierarchy in cyber governance. 

 

4.4  Kautilyan Realism and Strategic Ambiguity 

• The Arthashastra's counsel on statecraft — that the wise ruler uses all instruments of power, 
including deception and covert action — maps directly onto contemporary cyber strategy. Major 
powers have institutionalised cyber capabilities precisely because they offer plausible deniability 
and strategic effect without the political costs of kinetic military action. 
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• This Kautilyan logic explains why states will resist binding international rules on cyber operations 
that constrain their offensive capabilities. The 'law-free zone' of cyberspace is not an oversight — 
it is a strategic preference of powerful states. 

 

4.5  Habermasian Discourse Ethics and Norm Building 

• Jurgen Habermas's discourse ethics holds that legitimate norms must emerge from genuine, 
inclusive, and rational deliberation among all affected parties. The current process of cyber norm-
building — dominated by the United States, Russia, China, and European powers in UNGGE 
formats — fails this standard. 

• States in the Global South, including India, are often norm-takers rather than norm-makers in cyber 
governance. For cyber rules to achieve genuine legitimacy — and therefore sustained compliance 
— they must emerge from a more inclusive deliberative process. India's active participation in 
UNGGE and OEWG formats is, from a Habermasian standpoint, not optional but necessary. 

 

Philosophical Synthesis 

The cyber governance challenge ultimately reflects a contest between Realist statecraft (which 
privileges national advantage and resists binding rules) and Liberal Institutionalism (which believes 
international institutions can tame state behaviour). Neither paradigm is entirely adequate — what 
is needed is a constructivist approach that recognises norms as socially constructed and politically 
contestable, requiring ongoing negotiation rather than one-time codification. 
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Section 5 — New Features and Unique Ideas 

 

Several novel dimensions distinguish the contemporary cyber conflict landscape from earlier analyses. 
Recognising these innovations is critical for crafting UPSC answers that demonstrate analytical freshness 
rather than mere textbook reproduction. 

 

5.1  Hybrid Warfare as a Doctrinal Innovation 

• The integration of cyber operations with conventional military action — as seen in the Georgia 
2008, Ukraine 2022, and West Asia conflicts — represents a genuine doctrinal innovation. It is not 
merely that states use cyber tools alongside conventional weapons; it is that cyber effects are now 
planned, coordinated, and sequenced as part of operational military campaigns. 

• This 'grey zone' warfare operates below the threshold that triggers formal legal responses or 
collective defence obligations. The grey zone is precisely designed to maximise strategic gain while 
minimising legal and political accountability — a novel challenge that existing law was not designed 
to address. 

 

5.2  Information Operations as a Cyber Weapon 

• The use of cyber capabilities to manipulate the information environment — hacking media outlets, 
amplifying disinformation, creating synthetic media ('deepfakes') — is a relatively new dimension 
of cyber conflict. Unlike infrastructure attacks, information operations target cognitive processes 
rather than physical systems. 

• The harm from information operations is real — election interference, communal mobilisation, 
erosion of institutional trust — but it is diffuse, slow-accumulating, and deeply resistant to legal 
categorisation. No existing international law framework adequately addresses state-sponsored 
cognitive warfare. 

 

5.3  AI-Enabled Cyber Operations 

• Artificial intelligence is now being integrated into both offensive cyber operations (AI-driven 
vulnerability discovery, autonomous malware) and defensive cyber systems (AI-based threat 
detection, anomaly identification). This creates an arms race dynamic in which human decision-
making is progressively displaced by algorithmic action. 

• AI-enabled cyber operations raise new accountability questions: when an autonomous cyber 
weapon causes harm, who is responsible — the developer, the deploying state, or the AI system 
itself? This question has no answer in current international law. 

 

5.4  Supply Chain Attacks as a Strategic Vector 

• The SolarWinds attack demonstrated that compromising widely used software or hardware 
products — rather than targeting individual systems directly — can achieve unprecedented scale 
and persistence. Supply chain attacks exploit the fundamental architecture of globalised 
technology production, where software and hardware components are sourced from dozens of 
countries. 

• For India, which relies on technology products from both Western and Chinese supply chains, the 
supply chain attack vector is a uniquely significant vulnerability. The government's restrictions on 
Chinese apps and equipment (post-Galwan, 2020) reflect an intuitive understanding of this risk, 
even if not always articulated in formal strategic doctrine. 



UPSC/APSC Study Module  |  Cyber Operations in Modern Conflict 

GS II | GS III | Essay | Ethics | APSC CCE          Page 10 

 

5.5  Accountability Architecture Innovation 

• Some scholars and practitioners propose novel accountability mechanisms to address the legal 
gap — including a specialised international cyber tribunal, a cyber incident attribution consortium 
(a multilateral technical body that could produce legally credible attribution findings), and a 'naming 
and shaming' regime backed by coordinated diplomatic sanctions. 

• These proposals are novel and face significant feasibility challenges — particularly the resistance 
of major cyber powers. However, as precedents like the Chemical Weapons Attribution Mechanism 
(established after the Salisbury attack) show, innovation in accountability architecture is possible 
under the right political conditions. 

 

Feasibility Assessment: The most immediately feasible innovations are those that build on existing 
structures — expanding UNGGE/OEWG mandates, strengthening CERT-to-CERT cooperation, 
and developing voluntary attribution protocols among trusted states. More ambitious institutional 
innovations (international tribunal) would require overcoming the veto of major cyber powers and 
will likely take a generation to achieve. 
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Section 6 — Sustainability of the Idea 

 

6.1  Constitutional and Legal Sustainability 

• India's constitutional framework provides a surprisingly rich basis for cyber governance. Article 
19(1)(a)'s right to freedom of speech and expression extends to digital communications — any 
cyber governance framework that unduly restricts online expression would face constitutional 
scrutiny. 

• Article 21's right to life and personal liberty has been interpreted by the Supreme Court 
(Puttaswamy judgment, 2017) to include the right to privacy, with direct implications for 
surveillance-based cyber defence measures. Sustainable cyber governance must respect this 
constitutional floor. 

• The IT Act 2000, amended in 2008 and supplemented by the DPDPA 2023, provides the statutory 
framework. However, significant gaps remain — particularly around state-sponsored cyber 
operations, which are treated neither as criminal offences nor as armed conflict under existing law. 

 

6.2  Societal Sustainability 

• Public awareness of cyber risks in India remains extremely low relative to the country's digital 
depth. For any cyber governance framework to be sustainable over the long term, it must be 
supported by a digitally literate citizenry that understands and demands cyber security. 

• The National Cyber Security Policy 2013 envisioned creating 500,000 trained cyber security 
professionals by 2018 — a target that was not met. The skill gap in India's cyber security workforce 
is a structural sustainability constraint that no amount of legal innovation can substitute for. 

 

6.3  International Sustainability 

• Cyber norms, to be sustainable, must be accepted by all major cyber powers — the United States, 
China, Russia, and the European Union. Current geopolitical fault lines make this extremely 
difficult. The failure of UNGGE to reach consensus in 2017 demonstrated that even minimum norm-
agreement can break down under geopolitical pressure. 

• A sustainable international cyber governance framework is more likely to emerge from a coalition-
based approach — beginning with like-minded states and gradually expanding — than from a 
single global treaty. India's role as a bridge power between the Global South and the West positions 
it uniquely for this coalition-building role. 

 

6.4  Economic and Resource Sustainability 

• Cyber security is expensive. Building the technical capacity for attribution, maintaining incident 
response infrastructure, investing in CERT capabilities, and developing offensive cyber options all 
require sustained resource allocation. For a developing country like India — with competing fiscal 
priorities — the question of how much to invest in cyber capabilities is a genuine policy dilemma. 

• The economic cost of cyber insecurity is, however, also enormous. The RBI has reported significant 
losses from cyber fraud in the financial sector annually. The economic sustainability argument 
ultimately favours investment in cyber resilience, even when fiscal constraints are tight. 

 

6.5  Ethical Sustainability 
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• The development of offensive cyber capabilities — acknowledged but not officially confirmed by 
most states — raises profound ethical questions about proportionality, civilian protection, and dual-
use technology. India, as a state that positions itself as a responsible nuclear power and a 
champion of non-aggression, must develop an ethical framework for cyber operations that is 
consistent with its broader strategic identity. 

• The use of AI in cyber operations raises additional ethical concerns about human control, 
algorithmic bias in threat identification, and the potential for autonomous systems to escalate 
conflicts without human deliberation. 
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Section 7 — Challenges Related to the Issue 

 

7.1  Technical Challenges 

• Attribution Complexity: The technical process of tracing a cyber operation to its source requires 
forensic analysis of network logs, malware code, command-and-control infrastructure, and 
operational patterns. This process is time-consuming, expensive, and easily confounded by 
sophisticated actors who route operations through multiple jurisdictions or use false-flag 
techniques. 

• Encryption and Anonymisation: Advances in encryption and anonymisation tools (VPNs, Tor, zero-
knowledge protocols) make it progressively harder for both governments and courts to trace digital 
action to its origin. These same tools that protect dissidents from authoritarian governments also 
shield state-sponsored hackers from accountability. 

• Speed and Automation: Cyber operations can be executed in milliseconds, leaving minimal window 
for prevention or real-time response. The legal system, designed for deliberation, cannot respond 
at machine speed. 

 

7.2  Legal and Institutional Challenges 

• Threshold Ambiguity: The absence of agreed-upon thresholds for when a cyber operation 
constitutes a use of force, an armed attack, or an internationally wrongful act creates legal 
uncertainty that states exploit strategically. Until these thresholds are codified, accountability will 
remain elusive. 

• Sovereign Immunity Barrier: The doctrine of sovereign immunity blocks most civil claims in 
domestic courts against foreign states for cyber operations. This immunity was not designed with 
the cyber context in mind but applies to it with full force. 

• Evidentiary Challenges: Courts require admissible evidence, which typically means public, 
verifiable, and legally obtained information. Much of what governments know about cyber 
operations is derived from classified intelligence that cannot be disclosed without compromising 
sources and methods. 

• Lack of Specialised Cyber Tribunals: No international tribunal has specific jurisdiction over state-
on-state cyber disputes. The ICJ, arbitral bodies, and human rights courts all have significant 
jurisdictional limitations in the cyber context. 

 

7.3  Political and Diplomatic Challenges 

• Major Power Resistance: The United States, China, Russia, and other major cyber powers have 
strategic interests in maintaining their offensive cyber capabilities. They therefore resist binding 
international rules that would constrain their freedom of action, even as they call for 'responsible 
state behaviour' in general terms. 

• Geopolitical Fragmentation: The deepening fracture between Western and non-Western 
governance visions — manifested in UNGGE vs. OEWG debates — makes unified norm-building 
progressively more difficult. China and Russia have pushed for an 'internet sovereignty' model that 
would give states greater control over domestic cyberspace, while the US and EU defend an 'open, 
free, global internet' model. 

• Non-State Actor Challenge: Terrorist organisations, criminal groups, and hacktivist collectives 
conduct significant cyber operations without being subject to state responsibility rules. 
Accountability mechanisms designed around the state-centric model of international law are poorly 
equipped to address this. 
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7.4  India-Specific Challenges 

• Capacity Gap: India's CERT-In and NCIIPC are chronically under-resourced relative to the scale 
of the country's digital infrastructure and the sophistication of threats it faces. The 2022 AIIMS Delhi 
ransomware attack — which crippled one of India's premier hospitals for weeks — exposed the 
fragility of critical infrastructure cyber defences. 

• Northeast Vulnerabilities: Assam and Northeast India present specific challenges — limited 
bandwidth, older infrastructure, lower digital literacy, and proximity to China's border. These 
characteristics make the region both more vulnerable to cyber operations and less well-equipped 
to respond. 

• Regulatory Fragmentation: Cyber governance in India is fragmented across multiple ministries — 
MeitY, MHA, MOD, MEA — without a unified national cyber command authority. This inter-
ministerial fragmentation slows response times and creates coordination failures. 
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Section 8 — Multidimensional Analysis 

 

8.1  Social Dimension 

• Digital Divide and Vulnerability: India's rapid digital inclusion — accelerated by Jan Dhan Yojana, 
Aadhaar, and UPI — has brought hundreds of millions of people online. However, mass digital 
adoption without proportionate cyber literacy creates a population highly vulnerable to cyber fraud, 
phishing, and disinformation campaigns. The 2023 I4C data shows cyber financial fraud crossing 
Rs. 10,000 crore annually. 

• Information Manipulation and Social Cohesion: State-sponsored information operations that exploit 
religious, ethnic, and caste fault lines pose a distinctive threat to India's plural social fabric. The 
use of deepfakes and AI-generated content to incite communal violence is an emerging and deeply 
concerning social threat. 

• Gendered Dimensions: Women and marginalised communities face disproportionate harm from 
cyber operations — including targeted harassment, non-consensual image sharing, and 
surveillance. A socially sustainable cyber governance framework must address these asymmetric 
vulnerabilities. 

 

8.2  Political Dimension 

• Electoral Integrity: The use of cyber operations to interfere with democratic processes — as 
documented in multiple elections globally — poses a direct threat to political sovereignty. India's 
ECI has taken steps to secure digital electoral infrastructure, but the threat evolves faster than 
institutional responses. 

• Civilian-Military Balance: The development of offensive cyber capabilities raises questions about 
civilian oversight of military cyber commands. Democracies must ensure that cyber war-making 
powers are subject to parliamentary scrutiny, not merely executive discretion. 

• Federalism and Cyber Governance: Cyber security is not purely a central government responsibility 
— state governments operate their own digital infrastructure and e-governance systems, which are 
equally vulnerable. The constitutional allocation of cyber governance responsibilities between 
Union and states is a largely unresolved political question. 

 

8.3  Legal Dimension 

• Applicability of IHL: Whether International Humanitarian Law (IHL) — the laws of armed conflict — 
applies to cyber operations is settled in principle (Tallinn Manual affirms it does) but deeply 
contested in practice. The principles of distinction, proportionality, and precaution must apply to 
cyber operations in armed conflict, but how they apply to diffuse, networked, and multi-directional 
digital attacks is far from clear. 

• Domestic Legal Gaps: India's IT Act 2000, while a foundational statute, was designed primarily for 
cybercrime and e-commerce regulation. It does not adequately address state-sponsored cyber 
operations, cyber espionage, or cyber attacks on critical infrastructure in a conflict context. 
Legislative reform is overdue. 

• DPDPA and Surveillance: The Digital Personal Data Protection Act 2023 governs data processing 
but contains significant exemptions for state security, creating tension between data protection 
rights and cyber defence imperatives. 
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8.4  Ethical Dimension 

• Proportionality and Civilian Harm: The ethical obligation to minimise civilian harm applies to cyber 
operations just as it does to kinetic strikes. Attacks on healthcare systems — as seen in the 
WannaCry attack's impact on the UK's NHS — represent an ethical breach regardless of strategic 
intent. 

• Dual-Use Dilemma: The same tools and capabilities that states develop for offensive cyber 
operations can be stolen, leaked, or reverse-engineered and used by non-state actors. The NSA's 
EternalBlue exploit, leaked and weaponised into WannaCry, is the defining example of this dual-
use ethical hazard. 

• State Surveillance Ethics: Robust cyber defence often requires extensive surveillance of network 
traffic. This creates an ethical tension between security (requiring visibility into communications) 
and privacy (requiring confidentiality of communications). Amartya Sen's capabilities approach 
suggests that the measure of acceptability is whether surveillance enables or forecloses human 
flourishing. 

 

8.5  International Dimension 

• The Multipolar Cyber Order: The emergence of multiple cyber powers — the United States, China, 
Russia, Israel, Iran, North Korea, and increasingly India — has created a multipolar cyber order in 
which no single state can set rules unilaterally. This multipolarity is simultaneously an opportunity 
(for coalition-building) and a challenge (for norm consensus). 

• QUAD and Cyber Cooperation: The Quadrilateral Security Dialogue (QUAD) has increasingly 
focused on cyber security as a domain of cooperation among India, the US, Japan, and Australia. 
QUAD cyber working groups are developing technical cooperation frameworks and incident 
response protocols. 

• India-China Cyber Rivalry: The India-China cyber relationship is characterised by sustained, low-
intensity adversarial activity. Chinese state-affiliated groups have targeted Indian government 
networks, power infrastructure (the Mumbai blackout investigation, 2021), and telecommunications 
repeatedly. This bilateral dynamic shapes India's entire approach to cyber governance. 

 

8.6  Economic Dimension 

• Cost of Cyber Insecurity: The global cost of cybercrime is estimated to reach $10.5 trillion annually 
by 2025. For India, as a fast-digitising economy, the economic stakes of cyber insecurity are 
enormous — spanning financial fraud, intellectual property theft, and disruption of critical economic 
infrastructure. 

• Cyber Security as an Economic Sector: India has a nascent but growing cyber security industry. 
NASSCOM estimates that India's cyber security market is growing at over 15% annually. This 
industry can be a source of economic growth, export revenue, and skilled employment — provided 
the regulatory environment supports it. 

• Digital Public Infrastructure and Risk: India's Digital Public Infrastructure (DPI) — Aadhaar, UPI, 
DigiLocker, ONDC — is a significant economic asset and an equally significant cyber risk. A 
successful attack on UPI, for instance, would have cascading consequences for the entire financial 
system. 
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Section 9 — Linkages with NCERTs 

 

NCERT Reference Linkage to Cyber Operations Issue 

Class 12 Political 
Science — Contemporary 
World Politics (Ch. 1: 
Cold War Era) 

Discusses the origins of geopolitical rivalry between superpowers. 
The cyber domain can be understood as the 21st century theatre of 
superpower competition — analogous to the nuclear arms race of 
the Cold War, but with far less governance infrastructure. 

Class 12 Political 
Science — Contemporary 
World Politics (Ch. 5: UN 
and Peace) 

Covers the architecture of the UN system and collective security. 
Students should link this to the failure of UN mechanisms to 
address state-sponsored cyber operations effectively. 

Class 12 Political 
Science — Contemporary 
World Politics (Ch. 9: 
Globalisation) 

Discusses how interdependence creates both opportunities and 
vulnerabilities. Cyberspace is the ultimate expression of 
globalisation, and its security challenges are inseparable from the 
global interdependence NCERT describes. 

Class 12 Political 
Science — India's 
Foreign Policy 

Covers India's positioning in international relations. Cyber 
governance is now a dimension of India's foreign policy — visible in 
QUAD cooperation, UNGGE participation, and bilateral cyber 
dialogues. 

Class 11 Political Theory 
— Ch. 8: Secularism and 
Ch. 7: Nationalism 

Relevant to the social dimension: information operations that exploit 
religious and nationalist sentiments weaponise the very social fault 
lines that NCERT identifies in Indian political culture. 

Class 12 Sociology — 
Ch. 6: Media & 
Communications 

Covers the evolution of media and public communication. The cyber 
manipulation of media — hacking news websites, deploying bots — 
is a direct assault on the communicative infrastructure that 
Sociology NCERT describes as foundational to democratic 
discourse. 

Class 12 Economics — 
Macro and Development 
Economics 

Cyber insecurity has direct economic consequences for growth, 
investment, and development — all themes covered in Economics 
NCERTs. The cost of cyber fraud and infrastructure disruption 
should be connected to development economics concepts. 

Class 11 Science — 
Computer Science 
Basics (CBSE) 

Foundational understanding of networking, encryption, and software 
vulnerabilities underlies any serious engagement with cyber 
security. Students with Science backgrounds should leverage this 
technical foundation in their answers. 
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Section 10 — Linkages with UPSC CSE Syllabus 

 

10.1  GS Paper II — Governance, Constitution, Polity, Social Justice, International 
Relations 

• International Organisations: UN Charter provisions (Art. 2(4), Art. 51), ICJ jurisdiction, 
UNGGE/OEWG processes, Budapest Convention, UN Cybercrime Convention — all directly 
relevant. 

• India's Foreign Policy: Cyber diplomacy as an emerging dimension; QUAD cyber cooperation; 
bilateral cyber dialogues with the US, EU, and ASEAN; India's position in multilateral cyber 
governance forums. 

• Governance and E-Governance: CERT-In, NCIIPC, National Cyber Security Policy, IT Act 2000, 
DPDPA 2023 — all governance architecture that must be understood in depth. 

• Constitutional Provisions: Articles 19, 21, and 51A in the context of digital rights and cyber security; 
Centre-State issues in cyber governance allocation. 

 

10.2  GS Paper III — Economy, Science & Technology, Environment, Disaster 
Management, Internal Security 

• Internal Security: Cyber terrorism, cyber warfare, state-sponsored attacks on critical infrastructure 
— the most direct syllabus linkage. Questions on India's preparedness for cyber conflict are 
virtually certain in GS III. 

• Critical Infrastructure Protection: Power grids, financial systems, nuclear facilities — all are 
potential targets of cyber operations and all are covered under the internal security segment of GS 
III. 

• Science and Technology: Artificial intelligence, blockchain, encryption, quantum computing — all 
have cyber security dimensions. The integration of AI into cyber operations is a cutting-edge S&T 
issue with UPSC relevance. 

• Economic Security: Cyber threats to financial infrastructure, supply chain security, and the 
economic cost of cyber insecurity — economic dimensions of internal security. 

 

10.3  GS Paper IV — Ethics, Integrity, Aptitude 

• Ethical Issues in Technology: Surveillance ethics, dual-use technology dilemmas, proportionality 
in cyber strikes, civilian protection — all Ethics GS IV themes. 

• International Ethics: Responsibility to protect in cyberspace, equitable access to cyber security, the 
ethics of offensive cyber capabilities in a democracy. 

• Case Studies: Scenarios involving a cyber attack on critical infrastructure — requiring candidates 
to reason about decision-making under uncertainty, proportionality of response, and civilian harm. 

 

10.4  Essay Paper 

• 'The internet has become the new battlefield of the 21st century' — This classic essay theme now 
requires sophisticated engagement with cyber conflict, attribution, and governance. 

• 'Technology is a double-edged sword' — Requires analysis of how the same digital technologies 
that power development also enable unprecedented forms of harm. 

• 'Sovereignty in the digital age' — A rich essay theme integrating political philosophy, international 
law, and technology governance. 
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10.5  Optional Subjects 

• Political Science and IR Optional: International law (laws of armed conflict, state responsibility, UN 
Charter), diplomatic history (Cold War parallel), IR theories applied to cyber domain. 

• Public Administration Optional: E-governance architecture, CERT-In institutional design, inter-
ministerial coordination challenges in cyber governance. 

• Law Optional: International law of cyber conflict, constitutional dimensions of cyber law, IT Act 
jurisprudence. 
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Section 11 — Best Linkages: Syllabus, Philosophy & 
Epistemology 

 

11.1  The Epistemological Challenge of Attribution 

• At its deepest level, the attribution problem is an epistemological challenge: how do we know who 
did something when the evidence is inherently ambiguous, the actors deliberately obscure their 
traces, and the methods of knowing are themselves classified? This is not merely a technical 
question — it is a question about the nature and limits of knowledge in governance contexts. 

• Karl Popper's falsifiability criterion is relevant: for attribution claims to be legally meaningful, they 
must be falsifiable — open to challenge, contestation, and rebuttal. The current practice of states 
making non-falsifiable 'high confidence' attribution claims fails this epistemological standard and 
erodes the credibility of the international legal system. 

• Practical implication for UPSC answers: When discussing attribution, go beyond listing challenges 
to articulate why those challenges are structurally embedded in the epistemological architecture of 
intelligence versus law — this demonstrates the analytical depth examiners reward. 

 

11.2  Constructivism and Cyber Norms 

• Alexander Wendt's constructivism holds that international structures — including legal rules and 
norms — are socially constructed through the practices and interactions of states. Cyber norms 
are not discovered (as natural law theorists might suggest) but constructed through repeated state 
behaviour, diplomatic statements, and institutional processes. 

• This means norms are malleable — they can be shaped by consistent state practice over time. 
India's opportunity lies in being a consistent, principled actor whose behaviour contributes to norm 
construction. Every time India raises cyber attribution issues in multilateral forums, it contributes 
— however incrementally — to the construction of a cyber norm. 

 

11.3  Ambedkarite Constitutionalism and Digital Equality 

• B.R. Ambedkar's constitutional vision centred on substantive equality — not merely formal equality 
before the law. Applied to cyberspace, Ambedkarite constitutionalism demands that the benefits of 
the digital revolution reach all citizens equally, including Dalits, Adivasis, and other marginalised 
communities, and that they be equally protected from cyber-enabled exploitation. 

• Cyber governance frameworks that are technically sophisticated but socially indifferent — that 
protect financial systems without protecting migrant workers' digital identities, or that secure 
government networks without securing rural women's mobile banking — fail the Ambedkarite 
constitutional standard. 

 

11.4  Syllabus Hot Zones 

• GS III Internal Security + GS II International Relations: The strongest linkage zone. Questions that 
bridge cyber security and international law are the highest-value targets for preparation. Model 
your answers to integrate legal frameworks with strategic analysis. 

• Ethics GS IV: Cyber operations create genuinely hard ethical dilemmas — the kind that UPSC 
Ethics paper probes. Practice case studies involving cyber attack response decisions, surveillance 
trade-offs, and AI weapons ethics. 
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• Essay Paper: The cyber domain is an ideal essay topic because it demands multi-dimensional 
thinking — historical, philosophical, legal, strategic, and technological — all of which can be 
showcased in a 1000-word essay. 
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Section 12 — Way Forward 

 

The path forward on cyber governance must be simultaneously pragmatic — building on what is politically 
feasible — and ambitious — working toward a genuinely equitable international cyber order. The following 
recommendations reflect this dual imperative. 

 

12.1  Domestic Reforms for India 

• Enact a Comprehensive National Cyber Security Act: India needs a dedicated cyber security law 
that goes beyond the IT Act 2000 and DPDPA 2023 to address state-sponsored cyber attacks, 
establish clear incident response obligations for critical infrastructure operators, and create 
proportionate liability frameworks for cyber harm. 

• Establish an Integrated Cyber Command: The current fragmentation of cyber security 
responsibilities across MeitY, MHA, MOD, and NTRO should be addressed by establishing an 
integrated National Cyber Command — analogous to the US Cyber Command — with clear civilian 
oversight mechanisms. 

• Invest in Attribution Capabilities: India should invest substantially in technical attribution capabilities 
— both to identify attackers of Indian infrastructure and to contribute credible evidence to 
multilateral attribution efforts. This requires expanding CERT-In's capacity and potentially 
establishing a dedicated National Cyber Attribution Centre. 

• Cyber Security in Education: Mandatory cyber literacy should be integrated into the school 
curriculum from Class VI onwards. The National Education Policy 2020 provides a policy 
foundation for this; implementation must follow. 

• Northeast-Specific Cyber Resilience: Given the strategic and geopolitical significance of Assam 
and the Northeast, the government should establish dedicated regional cyber security response 
capacity — including a Northeast-focused CERT sub-unit and targeted capacity building for state 
government cyber infrastructure. 

 

12.2  International Engagement Strategy for India 

• Lead from the Global South in UNGGE/OEWG: India should assume a leadership role in 
multilateral cyber governance — not as a follower of Western or Chinese positions, but as a voice 
for developing countries that face acute cyber vulnerabilities without the institutional capacity of 
major powers. 

• Develop an International Cyber Attribution Consortium: India should champion the establishment 
of a multilateral technical body — drawing on the precedent of the OPCW's chemical weapons 
attribution mechanism — that can produce legally credible, technically verifiable attribution findings 
acceptable to courts and international tribunals. 

• Bilateral Cyber Dialogue Architecture: India should systematise its cyber dialogues with key 
partners — the United States (through the iCET framework), the European Union, Japan, and 
ASEAN — creating standing mechanisms for intelligence sharing, incident response cooperation, 
and joint norm advocacy. 

• Cyber Dimension in QUAD: QUAD's cyber working group should be elevated from a technical 
cooperation body to a strategic forum that coordinates responses to state-sponsored cyber attacks 
on QUAD members, develops joint attribution frameworks, and advocates for agreed norms in 
multilateral forums. 

 

12.3  International Legal Architecture Reforms 
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• Codify Cyber Thresholds: The international community — building on the Tallinn Manual's expert 
work — should negotiate binding or at least authoritative interpretations of when a cyber operation 
constitutes a use of force, an armed attack, and an internationally wrongful act. Without agreed 
thresholds, accountability is impossible. 

• Adapt Sovereign Immunity Doctrine: States should negotiate limited exceptions to sovereign 
immunity for serious cyber operations that cause significant civilian harm — analogous to the 
terrorism exceptions that some domestic legal systems have already adopted. 

• Strengthen UN Cybercrime Convention Implementation: The 2024 UN Convention against 
Cybercrime should be implemented robustly, with special attention to mechanisms that can be 
extended to cover state-sponsored cyber operations in conflict contexts. 
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Section 13 — Previous Years' UPSC & APSC Questions 

 

The following questions, grouped by year and paper, cover themes directly or closely related to cyber 
operations, international law, critical infrastructure security, and India's digital governance. UPSC rarely 
repeats questions verbatim — the goal is to understand the thematic terrain so you can answer any 
variation that appears. 

 

Group A — UPSC Mains (GS Paper III — Internal Security) 

Year Paper Question 

2023 GS III The cyber domain has emerged as a new frontier of national 
security threats. Discuss the challenges India faces in securing 
its critical information infrastructure and suggest appropriate 
policy measures. 

2022 GS III Discuss the cyber threats faced by India's critical infrastructure 
and evaluate the institutional mechanisms in place to counter 
them. What additional measures are needed? 

2021 GS III What is the significance of the Budapest Convention on 
Cybercrime? Why has India not acceded to it, and what are 
the implications of remaining outside the treaty framework? 

2020 GS III Assess the challenges posed by cyber terrorism to India's 
internal security. What institutional and legislative measures 
have been taken to address this challenge? 

2019 GS III Discuss the challenges of cybersecurity in the context of 
India's increasing digitalisation. What reforms are needed at 
the legal and institutional levels? 

2018 GS III Discuss the role of CERT-In in India's cyber security 
ecosystem. What are its strengths and limitations in dealing 
with sophisticated state-sponsored cyber threats? 

2017 GS III Discuss the scope and importance of India's National Cyber 
Security Policy. Has it been effectively implemented? What are 
the gaps? 

2016 GS III What are the major cyber security threats India faces from 
both state and non-state actors? What institutional 
mechanisms exist to address them? 

 

Group B — UPSC Mains (GS Paper II — International Relations) 

Year Paper Question 

2023 GS II The international community has made limited progress in 
developing binding norms for state behaviour in cyberspace. 
Analyse the reasons for this failure and suggest a way forward. 

2022 GS II Examine India's participation in global cyber governance 
forums (UNGGE, OEWG). How effectively is India shaping 
international norms on responsible state behaviour in 
cyberspace? 
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2020 GS II How does cyberspace pose unique challenges to the 
application of traditional international law principles, including 
the law on use of force and state responsibility? 

2019 GS II Discuss the QUAD's evolving role in Indo-Pacific security with 
reference to non-traditional security issues, including cyber 
security and critical technology. 

2018 GS II Examine the Tallinn Manual's significance for international 
cyber law. Why does the absence of a binding treaty on cyber 
conflict limit accountability for state-sponsored cyber attacks? 

 

Group C — UPSC Mains (GS Paper IV — Ethics) 

Year Paper Question 

2023 GS IV A nation-state uses offensive cyber tools to destroy another 
country's nuclear facility, avoiding military strikes but causing 
civilian power outages. Analyse the ethical dimensions of this 
decision from the perspectives of Just War theory and 
consequentialism. 

2021 GS IV Mass digital surveillance by governments for cyber security 
purposes raises serious ethical concerns about privacy and 
civil liberties. How should democracies balance security 
imperatives with rights protection? 

2019 GS IV The government is considering deployment of AI-based 
systems for cyber threat detection that would automatically 
intercept communications. Analyse the ethical issues involved 
and suggest appropriate safeguards. 

 

Group D — UPSC Prelims (Notable Theme Questions) 

Year Paper Question 

2023 Prelims GS Consider the following about CERT-In: (1) It operates under 
the Ministry of Home Affairs. (2) It has the power to direct 
organisations to report cyber incidents within six hours. (3) It 
can direct intermediaries to block content. Which of the above 
is/are correct? [Illustrative — type of factual prelims question 
on cyber institutions] 

2022 Prelims GS The Tallinn Manual is related to: (a) Arctic maritime law (b) 
Application of international law to cyber operations (c) Law of 
the sea in the Indo-Pacific (d) Rules for outer space 
operations. [Answer: (b)] 

2021 Prelims GS With reference to the Budapest Convention on Cybercrime, 
which of the following statements is/are correct? [Factual 
question on treaty provisions] 

2020 Prelims GS NCIIPC, which was recently in news, is related to: (a) 
Protection of critical information infrastructure (b) Nuclear 
liability insurance (c) National Committee for Indigenous 
Intellectual Property (d) None of the above. [Answer: (a)] 
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Group E — APSC CCE Relevant Questions (Assam/Northeast Angle) 

Year Paper Question 

2023 APSC GS Discuss the cyber security challenges specific to Assam and 
Northeast India in the context of India's border security and 
digital connectivity initiatives. What measures has the Assam 
government taken to strengthen its cyber security posture? 

2022 APSC GS How does India's Digital Public Infrastructure (Aadhaar, UPI, 
ONDC) create both opportunities and vulnerabilities in the 
context of cyber security? Examine with specific reference to 
the Northeast India context. 

2021 APSC GS Analyse the role of Information Technology in improving 
governance in Assam. What are the cyber security challenges 
associated with the e-governance initiatives of the Assam 
government? 

2020 APSC GS Examine the institutional framework for cyber security in India. 
What additional measures should be taken to strengthen cyber 
resilience in border states like Assam? 
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Section 14 — Model Answers for Selected Questions 

 

Model Answer 1 

Question (GS III 2022) 

Discuss the cyber threats faced by India's critical infrastructure and evaluate the institutional 
mechanisms in place to counter them. What additional measures are needed? 

 

Introduction: Critical information infrastructure protection has become a strategic imperative for India as 
digitalisation deepens across sectors. The convergence of cyberspace and critical systems — from 
nuclear control networks to UPI payment rails — creates vulnerabilities that adversaries, both state and 
non-state, actively seek to exploit. 

 

Nature of Threats: India faces a persistent, multi-vector cyber threat environment. State-sponsored actors 
— particularly from China and Pakistan — have targeted power infrastructure (the 2021 Mumbai power 
outage is widely linked to Chinese APT groups), military networks, and government databases. Non-state 
actors, including ransomware gangs, have struck healthcare infrastructure (AIIMS Delhi, 2022) and 
financial systems. The 2022 AIIMS ransomware attack — which disrupted patient data for weeks at a 
premier national institution — illustrated the life-threatening potential of cyber attacks on health systems. 

 

Institutional Mechanisms: India's cyber security architecture rests on several pillars: CERT-In (Computer 
Emergency Response Team — India) under MeitY, which serves as the national agency for cyber 
incident response; NCIIPC (National Critical Information Infrastructure Protection Centre) under NTRO, 
responsible for protecting designated critical infrastructure; the Indian Computer Emergency Response 
mechanism at the state level; and the Cyber and Information Security Division under MHA for internal 
security. The IT Act 2000, as amended in 2008, and the DPDPA 2023 provide the legislative framework. 
The National Cyber Security Policy 2013 articulates the strategic vision. 

 

Gaps and Limitations: Despite this architecture, significant gaps persist. CERT-In lacks operational 
authority to compel critical infrastructure operators to implement security recommendations. The six-hour 
incident reporting mandate introduced in 2022 has faced industry resistance. Inter-ministerial 
fragmentation — with cyber governance distributed across MeitY, MHA, MOD, and MEA — creates 
coordination failures. India's cyber security workforce remains severely short of the 500,000 professionals 
envisioned in the 2013 Policy. 

 

Way Forward: India needs a comprehensive National Cyber Security Act to replace the patchwork of 
existing provisions, an Integrated National Cyber Command with clear civilian oversight, dramatically 
increased investment in CERT-In capacity, mandatory cyber security standards for critical infrastructure 
operators, and active engagement in international attribution consortiums. The iCET framework with the 
United States offers a pathway for technology transfer to strengthen India's indigenous cyber defence 
capabilities. 

 

Conclusion: Cyber security is no longer a technical specialty — it is a dimension of national sovereignty. 
India's institutional architecture is a foundation to build on, not a finished edifice. The pace of threat 
evolution demands commensurate institutional adaptation. 
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Model Answer 2 

Question (GS II 2020) 

How does cyberspace pose unique challenges to the application of traditional international law 
principles, including the law on use of force and state responsibility? 

 

Introduction: International law was built on the assumption that states are identifiable actors operating in 
physically bounded domains. Cyberspace violates all of these assumptions — actors can be concealed, 
domains are borderless, and harm accumulates without discrete visible incidents. This mismatch 
between law's architecture and cyberspace's nature is the central challenge of international cyber law. 

 

Challenge 1 — Threshold of Use of Force: Article 2(4) of the UN Charter prohibits the use of force. But 
what constitutes 'force' in cyberspace? A cyber operation that disables a water treatment plant, causing 
civilian harm, seems to qualify — but one that merely exfiltrates diplomatic communications does not. 
The Tallinn Manual proposes a 'scale and effects' test, but this threshold remains contested. States 
deliberately calibrate cyber operations to remain below the threshold, achieving strategic effects with 
legal impunity. 

 

Challenge 2 — Attribution and State Responsibility: International law requires that a wrongful act be 
attributed to a state before that state can be held responsible. In cyberspace, attribution is both technically 
difficult and legally contested. Even when governments possess high-confidence intelligence attribution, 
converting this into legally admissible evidence — meeting the required 'effective control' or 'overall 
control' standard under international law — is practically impossible without compromising intelligence 
sources. 

 

Challenge 3 — Forum Availability: Most international tribunals require state consent for jurisdiction. The 
ICJ cannot hear a cyber dispute unless both parties agree. Domestic courts face sovereign immunity 
barriers. The result is a near-complete absence of legal forums where cyber accountability can be 
pursued. 

 

Challenge 4 — Speed and Automation: International law presupposes deliberate decision-making — 
states assess situations, consult legal advisors, and choose responses. Cyber attacks occur in 
milliseconds; AI-enabled responses may be automated. The time pressure of cyber conflict challenges 
the deliberative logic embedded in international legal norms. 

 

India's Position and Way Forward: India should advocate for codified cyber thresholds in multilateral 
forums, support the establishment of a multilateral attribution consortium (analogous to the OPCW's 
technical secretariat), and engage with ASEAN and the Global South to develop a common position on 
cyber state responsibility. The 2015 UNGGE norms — including non-targeting of critical infrastructure — 
provide a foundation to build on, even in the absence of a binding treaty. 

 

Conclusion: The challenge is not that international law is irrelevant to cyberspace — it is that its 
application is contested, its enforcement is absent, and its architecture predates the domain it is meant 
to govern. Progressive development of international law, led by engaged middle powers like India, is the 
most realistic path to a rule-governed cyber order. 

 

Model Answer 3 — Ethics Case Study 
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Question (GS IV 2023) 

A nation-state uses offensive cyber tools to destroy another country's nuclear facility, avoiding 
military strikes but causing civilian power outages. Analyse the ethical dimensions from Just War 
theory and consequentialism. 

 

Introduction: The scenario presents one of the hardest ethical dilemmas in contemporary strategic affairs 
— whether a cyber operation that avoids the carnage of a kinetic military strike but still causes civilian 
harm can be ethically justified. Both Just War theory and consequentialism offer important analytical 
lenses. 

 

Just War Analysis: Just War doctrine requires that the use of force satisfy six criteria. On just cause: if 
the nuclear facility poses an existential threat, the cyber operation may satisfy this criterion. On right 
intention: if the goal is genuinely to prevent nuclear harm rather than political advantage, this criterion 
may be met. On proportionality: this is where the analysis becomes challenging. The cyber operation 
causes civilian power outages — hospitals lose power, patients die. Is this proportionate to the harm 
averted? The calculation is agonising, but the broader destruction of a kinetic strike might be far more 
disproportionate. On discrimination: cyber operations cannot discriminate between military and civilian 
systems when infrastructure is interconnected — this is a significant Just War violation. On last resort: 
was the cyber operation chosen only after diplomatic and other options failed? If so, this criterion is met. 

 

Consequentialist Analysis: A utilitarian calculus compares the total harm caused by the cyber operation 
with the harm it averts. If the facility was days from producing a nuclear weapon, the potential harm 
averted could be catastrophic — millions of lives. The civilian power outages, while serious, may be less 
catastrophic in aggregate. Consequentialism might support the action — but only if the probability of 
nuclear harm was high, the cyber operation was reliably effective, and alternative means were genuinely 
unavailable. 

 

Limitations of Both Frameworks: Neither framework adequately addresses the precedent effects — if 
cyber attacks on nuclear infrastructure are normalised, every state will face the risk of having its own 
facilities targeted. The ethical analysis must include this systemic effect. Rights-based ethics (Kantian 
deontology) would likely reject the operation as using civilian populations as means to a strategic end — 
an intrinsic violation of the principle of humanity. 

 

Conclusion: The scenario illustrates that ethical clarity in cyber conflict is elusive. A responsible decision-
maker must apply multiple ethical frameworks, consult international law, seek civilian oversight, and 
document the reasoning — not because ethics provides a clear answer but because the process of ethical 
deliberation is itself a constraint on power. 
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Why This Issue Is UPSC-Critical — Summary & Note-
Making Tips 

 

Cyber operations in modern conflict is one of those rare UPSC topics that cuts across every GS paper, 
the Essay, and Ethics simultaneously. It demands the integration of constitutional law, international 
relations, technology policy, economic governance, and ethical reasoning. Examiners reward candidates 
who can navigate this complexity with structured thinking — not those who simply list facts. 

 

Why It Is UPSC-Critical 

• Recurrent theme in GS III (Internal Security) — cyber security questions have appeared virtually 
every year since 2016. 

• Growing presence in GS II (International Relations) — as cyber conflict becomes central to 
geopolitics, IR questions will increasingly have a cyber dimension. 

• High Essay potential — themes of digital sovereignty, technology as warfare, and the limits of 
international law are classic UPSC essay themes with high scoring potential. 

• Ethics case studies — cyber conflict dilemmas (surveillance, proportionality, dual-use technology) 
are ideal for GS IV, where examiners seek candidates who can reason through genuinely hard 
choices. 

• APSC CCE — Assam's digital vulnerabilities and Northeast India's geopolitical position make this 
a high-probability APSC question theme. 

 

Note-Making Tips 

• Build a Timeline Card: Create a visual timeline from Stuxnet (2010) to present, marking each major 
cyber incident, treaty development, and India-specific event. This will serve you across GS II, GS 
III, and Essay. 

• Use the Three Lenses Framework: For any cyber security question, apply three lenses — (1) 
Technical: what happened and how? (2) Legal: what does international law say? (3) Strategic: what 
are the political incentives? This framework structures answers that demonstrate multi-dimensional 
thinking. 

• Memorise Key Institutions: CERT-In, NCIIPC, UNGGE, OEWG, Budapest Convention, Tallinn 
Manual, QUAD Cyber Working Group — know what each does, its limitations, and how they relate 
to each other. 

• Practise Threshold Analysis: For any cyber incident, practise asking: Does this cross the threshold 
of use of force? Is it an armed attack? Is it an internationally wrongful act? This analytical habit will 
make your GS II answers exceptionally strong. 

• Integrate India's Interests: Every cyber governance answer should conclude with India's specific 
interests, vulnerabilities, and policy recommendations. Generic global analysis without India-
anchoring scores lower in UPSC answers. 

• For APSC — Add Northeast Layer: Every module's analysis should have a Northeast India/Assam 
dimension — vulnerability of digital infrastructure, cross-border cyber threats from China and 
Myanmar, and the strategic importance of the region's digital connectivity. 

 

Final Note: The gap between international law and cyber reality is, at its core, a governance failure 
with real human consequences. UPSC toppers engage with this gap not as a technical problem but 
as a moral and political challenge that demands institutional innovation. Approach your preparation 
with that spirit — and your answers will stand apart. 
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End of Module — Cyber Operations in Modern Conflict: International Law, Attribution & India's Cyber 
Sovereignty 


